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Abstract 
It is well known that the wireless communications have great challenges in ensuring high security, due to the great facilities in 
attacking the communication channels. Hence there is continues trends towards finding a suitable approach to ensure high 
security for wireless communication. One of such approaches was with the application of chaos theory in cryptosystems. This 
paper provides a presentation for a proposed random Unified chaotic map as PRBG and its application in digital voice 
encryption. The proposed voice encryption system is testing with subjective and objective tests to check the performance of 
proposed random map. The test results are good. The simulation of the proposed scheme has been implemented using MATLAB 
(R2013a) programming language. 
© 2015 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of Universal Society for Applied Research. 
Keywords: Chaos based cryptography, secure wireless communication, chaos based voice/speech encryption (digital signal), random unified 
chaotic map (RUM) 
1. Introduction 
The robustness of secure wireless communication is gradually improved based on the military and civilian 
application requirements. For decades, researchers develop different cryptographic techniques to suite the 
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development in wireless communication technologies. These techniques help, most of the time, to protect the data 
and information that transfers over the unsecure channel.  
The voice signal has a unique feature and different structure compared to image and text. Confused and diffused 
of all parts of voice signal information is enough to have indistinguishable voice, and that is not the case in text and 
image [6].  
Chaos based cryptography is one of those security techniques in modern cryptography area [1]. Chaos theory has 
originally developed by mathematicians and physicists. The theory deals with the behaviors of nonlinear dynamic 
systems. Chaos theory has desirable features such as Deterministic, Nonlinear, Irregular, long term prediction, and 
Sensitivity to initial conditions [2]. Therefore, and based on chaos theory features, security research community 
adopts chaos theory in modern cryptography.  
However, there are challenges of using chaos theory with cryptography [3]. There is data redundant in chaos 
signal, and not all chaos maps are random. Also the attacker can take a periodic shape of chaos signal and found the 
system parameters [4][5]. The proposed random Unified chaotic map as a pseudo random bit generator (PRBG), to 
generate random binary bits with length (e.g. 20000) bits. This string of bits can be used in the digital voice 
encryption applications such as stream cipher. This string has been tested using autocorrelation parameter as well as 
FIPs and NIST randomness tests which check the randomness of string with length of (20000) bits. And the PRBG 
have been applied for voice encryption of men and women.  
The following sections of this paper will show, secure wireless communication based on chaos theory in section 
2, voice encryption in section 3, proposed voice encryption based random Unified chaotic map in section 4. 
Performance evaluation in section 5. 
2. Secure Wireless Communication Based on Chaos Theory  
Communications security based on chaos theory is an idea to provide protection, secure communications and 
maintaining confidentiality. Communications security that relies on chaos started from 1992 and continuo develop 
over four generation. Yang [7] described the evolution of chaos based secure communication. The first and second 
generations used chaos in synchronization only while the third and fourth generations use chaos in both of 
synchronization and cryptography.  
Other researchers used chaos based synchronization such as in [8]. In [1] presented chaos based cryptography 
without using synchronization. 
3. Voice Encryption 
Voice encryption system in wireless communication became very important. The advancement of modern 
wireless telecommunication and multimedia technologies makes a huge amount of sensitivity voice information 
travel over the open and shared networks. Voice-based communication becomes prominent in the application areas 
of military, voice over IP, e-learning, voice-conferencing, telephone banking, telephone services of market 
securities, etc. These applications are critical broadcast regarding the protection of data integrity and authorized user 
privacy [9]. 
There are two ways to encrypt the voice signal are digital and analogue encryptions. In case of digital encryption, 
at first the analogue signal must be digitized.  The result signal is stream of bits at an adequate bit rate. Then this 
stream is encrypted and transferred by channel.  
The voice encryption can be used in wireless communications which include high frequency (H.F), satellite 
communications and mobile communications to protect the contents and privacy from the eavesdroppers and 
attackers [10]. 
There are four methods for chaos based voice encryption. These methods are chaos encryption in amplitude 
domain [11][12], block encryption by chaos [13][10], chaos encryption in transform domain [6][14] and chaos based 
symmetric encryption [9][15]. 
On this paper, “Voice” and “Speech” as interchangeable words. 
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4. Proposed voice encryption based random unified chaotic map (RUM) 
4.1 Unified chaotic map  
This map can be described as three dimensions as shown in equations (1):    
                                                                                     
ݔଵሶ ሺݐሻ ൌ  ሺʹͷܣ ൅ ͳͲሻ൫ݔଶሺݐሻ െ ݔଵሺݐሻ൯ 
ݔଶሶ ሺݐሻ ൌ ሺʹͺ െ ͵ͷܣሻݔଵሺݐሻ ൅ ሺʹͻܣ െ ͳሻݔଶሺݐሻ െ ݔଵሺݐሻݔଷሺݐሻ                                                      (1) 
ݔଷሶ ሺݐሻ ൌ െሺܣ ൅ ͺሻݔଷሺݐሻ Τ ͵ ൅ ݔଵሺݐሻݔଶሺݐሻ 
 
Where:  ݔଵሺͲሻ,ݔଶሺͲሻ,ݔଷሺͲሻ are initial conditions, When parameter Aę[0,1] , the system will exhibit chaotic 
behavior. The whole family of chaotic systems (1) can be classified as follows: when Aę[0,0.8) ,system (1) belongs 
to the generalized Lorenz system, when Aę(0.8,1] , system (1) belongs to the generalized Chen system, and when 
A = 0.8 , system (1) belongs to Lü system. 
Figure (1) shows the Unified chaotic map with x1, x2, and x3 respectively. This figure has not random and 
periodic shape. It is not adequate in cryptography applications. 
 
 
 
 
 
 
 
 
 
 
Fig. 1. Unified chaotic map 
 
4.2 Random Unified chaotic map (RUM) 
This paper modified Unified chaotic map to exploit its properties such as (Deterministic, Nonlinear, Irregular, 
long term prediction, and Sensitivity to initial conditions) with overcome on its periodic shape.  
This paper proposed random unified chaotic map and using it as pseudo random bit generator (PRBG). This 
proposed map used a technique of random variate generation* (Uniform distribution) to get on another and expanded 
values of map. And also it used (mod) operation of the average of these values to get on the randomness properties. 
A random variate generation (Uniform distribution) can be described as follows to generate random variates: 
Consider a random variable X that is uniformly distributed on the interval [a, b]. 
 
   pdf: f(x) =  ൝
ͳ ሺܾ െ ܽሻǡܽ ൑ ݔ ൑ ܾΤ
Ͳǡ݋ݐ݄݁ݎݓ݅ݏ݁

 
 
To generate random variates: 
 
Step 1:ܨሺݔሻ ൌ ൝
Ͳǡݔ ൏ ܽ
ሺݔ െ ܽሻ ሺܾ െ ܽሻǡΤ ܽ ൑ ݔ ൑ ܾ
ͳǡݔ ൐ ܾ
 
 
 
 
* Random variate is a particular outcome of a random variable: the random variates which are other outcomes of the same random variable might 
have different values. 
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Step2: ܨሺܺሻ=(X-a)/(b-a)= R 
 
Step3: X=a+ (b-a) R 
 
 
The proposed map used a step 3 of random variate generation (Uniform distribution). Where consider ܺ௨௡௜௙௜௘ௗ  is the 
result values of expand Unified chaotic map, (a and b) are additional secret keys and ܴ௨௡௜௙௜௘ௗ  is the result (M) 
values of Unified chaotic map ܴ݈݁ோ௎ெሺݐሻܴ݈݁ோ௎ெ೔ሺݐሻǤ 
After that compute the average of ܺ௨௡௜௙௜௘ௗ values to do (mod) operation by it to get on (M) randomness values 
(ܴ݈݁ோ௎ெሺݐሻ):  
 
൝
ܴ݈݁ோ௎ெሺݐሻ ൌ ܺ୙୬୧୤୧ୣୢሺݐሻ݉݋݀ܽݒ୙୬୧୤୧ୣୢ
݋ݎ
ܴ݈݁ோ௎ெሺݐሻ ൌ ሺܽ ൅ ሺܾ െ ܽሻܴ୙୬୧୤୧ୣୢሺݐሻሻ݉݋݀ܽݒ୙୬୧୤୧ୣୢ
                                                                  (2) 
The result of average (ܽݒ௨௡௜௙௜௘ௗ) consider as additional automatic secret key depend on initial values of chaos 
map. 
To increase the randomness, secret keys and get on probabilistic property rather than deterministic property by 
segment R into (n segments) and each segment has size (m) values and using additional secret keys (ܽ௜, ܾ௜, and ܽݒ௜  , 
i= 1…n): 
 
ቐ
ܴ݈݁ோ௎ெ೔ሺݐሻ ൌ ܺ୙୬୧୤୧ୣୢ೔ሺݐሻ݉݋݀ܽݒ୙୬୧୤୧ୣୢ೔݋ݎ
ܴ݈݁ோ௎ெ೔ሺݐሻ ൌ ሺܽ௜ ൅ ሺܾ௜ െ ܽ௜ሻܴ୙୬୧୤୧ୣୢ೔ሺݐሻሻ݉݋݀ܽݒ୙୬୧୤୧ୣୢ೔
                                                          (3) 
The figures (2) show apply the equation (2) on equation (1) with using for example the following initial states 
and constants (ݔଵሺͲሻ=-2, ݔଶሺͲሻ=-3.5, ݔଷሺͲሻ=21, A= 0.8, a= -10, b=10, t=15). After that apply ( mod ) operation on 
ܽݒ௨௡௜௙௜௘ௗ  to get on random real values  ܴ݈݁ோ௎ெሺݐሻ with length 1221 real values as in figures (2.a), (2.b) and (2.c) for 
ݔଵሶ  ,ݔଶሶ  or ݔଷሶ   respectively.  
  
 
 
 
 
 
 
 
 
 
Fig.2. Random Unified chaotic map 
Figure (3.a) and (3.b) show a 3D of Unified chaotic and proposed random Unified chaotic maps respectively. 
 
 
  
 
 
 
            
Fig.3. 3D of Unified chaotic and Random Unified chaotic maps 
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The result values of random chaos map ܴ݈݁ோ௎ெሺݐሻܴ݈݁ோ௎ெ೔ሺݐሻare random real values. So that equation (2) and 
(3) considered as pseudo random number generator (PRNG) to generate a series of random real values with a length 
of (e.g. 1221) values. These values can be used in the analogue cryptography applications as a permutation to 
scramble the voice signal.  
ܴ݈݁ோ௎ெሺݐሻ or ܴ݈݁ோ௎ெ೔ሺݐሻ values can be converted to string of "0"s and "1"s , in IEEE 754 floating point format as 
standard to get on random binary bits (ܤ݅݊ோ௎ெ) or (ܤ݅݊ோ௎ெ೔). These bits can be enhanced using randomness tests 
(frequency, serial, poker, run and autocorrelation) are described in [16]. Each one tests for each 256 bits of 
(ܤ݅݊ோ௎ெ) or (ܤ݅݊ோ௎ெ೔) and at last select success blocks and merge of them.  
The generation process of pseudo random bits with length (e.g. 20000) bits as follows: 
 
ܤ݅݊ோ௎ெ ൌ ܴܽ݊ܶ݁ݏݐݏሺ݂݈݋ܽݐʹܾ݅݊൫ܺ௎௡௜௙௜௘ௗሺݐሻ݉݋݀ܽݒ௎௡௜௙௜௘ௗ൯ሻ
݋ݎ
ܤ݅݊ோ௎ெ ൌ ܴܽ݊ܶ݁ݏݐݏሺ݂݈݋ܽݐʹܾ݅݊൫ሺܽ ൅ ሺܾ െ ܽሻܴ௎௡௜௙௜௘ௗሺݐሻሻ݉݋݀ܽݒ௎௡௜௙௜௘ௗ൯ሻ
                                    (4) 
 
ܤ݅݊ோ௎ெ೔ ൌ ܴܽ݊ܶ݁ݏݐݏሺ݂݈݋ܽݐʹܾ݅݊൫ܺ௎௡௜௙௜௘ௗ೔ሺݐሻ݉݋݀ܽݒ௎௡௜௙௜௘ௗ೔൯ሻ݋ݎ
ܤ݅݊ோ௎ெ೔ ൌ ܴܽ݊ܶ݁ݏݐݏሺ݂݈݋ܽݐʹܾ݅݊൫ሺܽ௜ ൅ ሺܾ௜ െ ܽ௜ሻܴ௎௡௜௙௜௘ௗ೔ሺݐሻሻ݉݋݀ܽݒ௎௡௜௙௜௘ௗ೔൯ሻ
                             (5) 
 
The generated string of bits from equation (4) or (5) can be used in digital voice encryption applications such as 
stream cipher. 
 
4.3 Proposed voice encryption using random unified chaotic map  
At the sender part, the plain voice is an original voice which is spoken by different speakers of men and women. 
The plain voice is recorded with sampling frequency of 8 KHz and saved as WAV file. This study treats the voice in 
(int16) format in order not to cause loss of voice data when it is converted to binary bits and reconverted to original 
data. 
The sender uses random Unified chaotic map as PRBG to get on random binary bits (ܤ݅݊ோ௎ெ) or (ܤ݅݊ோ௎ெ೔).  
The encryption process can be done by XOR operation between binary bits of plain voice signal and (ܤ݅݊ோ௎ெ) or 
(ܤ݅݊ோ௎ெ೔) to get on the cipher voice bits which reconverted to (int16) format. 
At receiver part, the receiver part must generate the same series of random Unified chaotic map to do decrypt 
process successfully. The decryption process can be done by XOR operation between binary bits of cipher voice 
signal and (ܤ݅݊ோ௎ெ) or (ܤ݅݊ோ௎ெ೔) to get on the decipher voice. 
5. The performance measurements 
x Lyapunov Exponent (LE): LE is among the most important tool used in non-linear dynamics to determine chaotic 
from non-chaotic motion and measure the sensitivity of map to the initial condition (key). The value of it must be 
larger than zero (LE > 0) [17] [18].   
The Lyapunov Exponents (LEs) of Unified chaotic map, equation (1), in previous example in section (4.2) are 
(0.341353, 0.346251, 0.389717) while for proposed random Unified chaotic map, equation (2), are increased to 
(0.485935, 0.481211, 0.624137) for ݔଵሶ  ,ݔଶሶ  or ݔଷሶ   respectively. 
The other example is for apply eq. (2) with other proposed constants (a=-15, b=15). The Lyapunov Exponents 
(LEs) of proposed random Unified chaotic map are increased to (0.514528, 0.509779, 0.673482) compared with 
LEs of Unified chaotic map. 
 To get on best (LEs) by prefer use negative values of secret constant (a) and positive values of secret constant (b). 
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x Autocorrelation: is the cross-correlation of a signal with itself. Informally, it is the similarity between observations 
as a function of the time lag between them. It is a mathematical tool for finding repeating patterns, such as the 
presence of a periodic signal obscured by noise. 
Figures (4.a) and (4.b) show the autocorrelation of Unified chaotic map and proposed random Unified chaotic 
map (real values) respectively when apply previous example in section (4.2) The proposed has best 
autocorrelation values and they are near to zero compared with figure (4. a). 
Figures (4.c) and (4.d) show the autocorrelation of proposed random Unified chaotic map (binary bits) and its 
enhancement respectively. The length of binary bits is 78144 while after enhancement is 37888, 37376, 40448 
bits. Both of them have autocorrelation values near to zero but the second is better.  
x FIPS 140-2 randomness tests: they test the randomness of binary bits which have length 20000 bits. These tests 
are four (monobit, poker, runs, long runs) tests. They are depending on bounds that the computed value must 
satisfy it. These tests are different from randomness statistical tests which are depending on select an appropriate 
significant level. These four tests can be described in [19]. 
The generated binary bits from proposed PRBG are exceeding these tests successfully as table 1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.4. The autocorrelation 
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Table 1. The results of FIPS tests for this example of proposed ୖ୙୑ 
FIPS tests     
ܤ݅݊ோ௎ெ  
Monobit Poker Run Long Runs of 
ܤ݅݊ோ௎ெ̴ଵ 9958 
 success 
10.8544 
success 
Length 
Runs 
1 
2 
3 
4 
5 
Run of      “0” bits Run of      “1” bits “0” bits “1” bits 
2515  
1252  
645  
343  
162 
2545  
1271  
632  
300  
155 
L=10 
3 success 
 
L=13 
1 success 
ܤ݅݊ோ௎ெ̴ଶ 9921 
success 
24.7424 
success 
1 
2 
3 
4 
5 
2500  
1279  
669  
333  
166 
2597  
1256  
632  
289  
150 
L=8 
13 success 
 
L=10 
6 success 
ܤ݅݊ோ௎ெ̴ଷ 10096 
success 
15.4176 
success 
1 
2 
3 
4 
5 
2632  
1257  
636  
335  
127 
2556  
1284  
678  
331  
130 
L=9 
4 success 
 
L=10 
5 success 
 
x NIST statistical tests: For enhanced security, the sequence of bits produced by chaotic ciphers must pass the 
statistical tests. The statistical tests play a very important role in the modern stream cipher design. NIST tests suite 
is widely used in cipher design [20]. The NIST tests suite consists of fifteen tests. In [21] show that the four tests 
(frequency test, frequency tests within a block, runs test and test for the longest run of ones in a block) can 
represent the total fifteen tests. That mean if the sequence of bits can pass these four tests then it can pass all the 
other eleven tests.   
The generated binary bits from proposed PRBG are exceeding these four tests successfully as table 2 
 
Table 2. The results of NIST tests for this example of proposed ୖ୙୑ 
NIST 
Tests 
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࡮࢏࢔ࡾࢁࡹ̴૚ 0.5580 0.9994 0.0284 0.1304 0.1516 0.5153 0.4301 0.0373 0.3177 0.9656 0.2139 0.0847 0.4579 
0.3543 
࡮࢏࢔ࡾࢁࡹ̴૛ 0.3057 0.8730 0.0161 0.1359 0.3525 0.7977 0.4665 0.3299 0.6973 0.7816 0.5969 0.0332 0.4839 
0.6142 
࡮࢏࢔ࡾࢁࡹ̴૜ 0.8814 0.9335 0.0100 0.0446 0.3194 0.8623 0.4439 0.1495 0.3469 0.6021 0.0256 0.0100 0.6161 
0.3607 
 
x Residual Intelligibility (R.I.) R.I. is an amount of redundant information in the encrypted voice signal. The R.I. of 
encrypted voice and the quality of recovered voice can be evaluated by using subjective tests. The other tests are 
called objective tests as indicator for R.I. of the encrypted voice and the corresponding quality of recovered voice. 
9 Subjective tests   
¾ Listeners: These tests require a large number of trained and untrained human listeners to listen to the encrypted 
voice. These tests have three levels of intelligibility which are word, sentence and digit. Intelligibility scores can 
be between (0-100) percent. When (R.I=0%) this represents the ideal intelligibility, when (R.I=(1-10)%) this is 
lower intelligibility, when (R.I=(11-30)%) it is medium intelligibility, and when (R.I=(31-50)%) it is higher 
321 Sattar B. Sadkhan and Rana Saad Mohammed /  Procedia Computer Science  65 ( 2015 )  314 – 323 
intelligibility [22]. Disadvantages of these tests are: they take much time and they require a large number of 
listeners [23]. 
¾ Observe the figures of Waveform, spectrogram and power spectral density (PSD) as figure (5) for proposed voice 
encryption using random Unified Chaotic map as (PRBG & XOR). For example apply the following initial states 
and constants (ݔଵሺͲሻ=-2, ݔଶሺͲሻ=-3.5, ݔଷሺͲሻ=21, A= 0.8, a= -10 , b=10, t=10 ).  
The figures (a), (b) and (c) of waveform for each of figures (5) show the difference between the original voice and 
the encryption voice (the last like noise) and the similarity between the original voice and the recovered voice. 
The figure (b) show the encryption voice is highly irregular and it has efficiently lower residual intelligibility 
(R.I.). The recovered signal in (c) is very good approximation to the original signal with the same frequency 
components.  
The power spectral density (PSD) is the distribution of power per unit frequency. It containing the power 
spectral density estimate of the discrete-time signal using the spectrum object. A spectral estimation object of type 
period-gram spectrum object was used. The figures (d), (e) and (f) of PSD for figure (5) show the difference 
between the original voice and the encryption voice, and the similarity between the original voice and the 
recovered voice. 
The spectrogram is used because it is a powerful tool that allows us to see what’s happening in the frequency 
and time domain all at once. It is dividing the voice sample into multiple "blocks" (in time domain) and plotting 
the FFT of each block and displaying all of them in the same graph.  
The figures (g), (h) and (i) of spectrogram of figure (5) show that on the encryption plot it is observed that the 
order of the frequencies has changed. And, as expected the decryption version has been correctly decrypted to its 
original form. 
 
 
Fig.5. Waveform, PSD and Spectrogram for  (PRBG & XOR) 
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9 Objective tests 
These tests are five (Log Spectral Distance (ࢊ࢒࢕ࢍ), LPC Distance Measure (ࢊ࢒࢖ࢉ), Cepstral Distance Measure 
(ࢊ࡯ࡰ), Segmental Spectral Signal to Noise Ratio (SSNR), and Frequency Weighted Log Spectral Distance (ࢊࡲࢃ࢒࢕ࢍ))  
to measure the similarity between plain voice and cipher voice and also to measure the quality of decipher voice. In 
another words, these tests measure the spectral distortions between two signals. These tests can be described in [24]. 
The set examples of voice signal for men and women are applied.  
When using the proposed voice encryption based random Unified Chaotic map as (PRBG & XOR), The average of 
objective test results between original and encryption voice is (ࢊ࢒࢕ࢍ=11.02484, ࢊ࢒࢖ࢉ=0.27045, ࢊ࡯ࡰ  =7.987383, 
SSNR (no. of frame=256) =-63.6947, ࢊࡲࢃ࢒࢕ࢍ=17.67881). This average shows that original and encryption voice are 
dissimilar. The average of objective test results between original and recover voice is ࢊ࢒࢕ࢍ=0, ࢊ࢒࢖ࢉ=-0, ࢊ࡯ࡰ =-Inf, 
SSNR (no. of frame=256) =42.0311, ࢊࡲࢃ࢒࢕ࢍ=0). This average shows that original and encryption voice are similar 
and the quality of recover voice is good. 
 
x Key space 
Key space size is the total number of different keys that can be used for the encryption algorithm. It should be 
large enough to resist the brute-force attack. In the proposed scheme, signed floating point precision of ͳͲିଵ଺ is 
used for the at least (K=7) secret keys (ݔଵሺͲሻ, ݔଶሺͲሻ, ݔଷሺͲሻ, A, ܽ௜, ܾ௜, t), where (i ) is number of segments for 
ܴ௎௡௜௙௜௘ௗ  , and for the generated (N) sequences (e.g. N=897) from PRNG.  
The key space size of secret keys is ሺͳͲଵ଺ሻ௄ . In case i=1, then K=7 so that the size of key space is ሺͳͲଵ଺ሻ଻ =  
ͳͲଵଵଶ .  
The key space size of the generated (N) real sequences (e.g. N=897) from PRNG is ሺͳͲଵ଺ሻே= ሺͳͲଵ଺ሻ଼ଽ଻ = 
ͳͲଵସଷହଶ. 
The key space size of the generated (N) bit sequences (e.g. N=20000 bits) from PRBG is (ʹ ே) = (ʹଶ଴଴଴଴) the 
possible bits. 
These sizes of proposed scheme are large enough to resist the brute force attack. 
x Key Sensitivity 
An ideal encryption algorithm should be sensitive for secret key. That mean the encrypted voice cannot be 
decrypted correctly, if there is only a slight change in the secret key. The proposed scheme has key sensitivity 
when changing only one parameter of the secret keys (ݔଵሺͲሻ, ݔଶሺͲሻ, ݔଷሺͲሻ, A , ܽ௜, ܾ௜, t) and keeping all other 
keys unchanged.   
x Time analysis 
The algorithm running speed is an important aspect for a good encryption algorithm. It is implemented by 
MATLAB R2013a on laptop has Intel® Core™ i7-3537U CPU @ 2.00 GHz and RAM 8.00 GB.  
The implement time of proposed random Unified chaotic map as PRBG is 1 second and the time complexity is 
O(5+4N).  
 
6. Conclusion 
Unified chaotic map has periodic shape problem so that this paper proposed modified on Unified chaotic map 
(RUM) to get on random sequences of real values or bits and using it in voice encryption applications. 
The proposed RUM as PRNG has been tested with Lyapunov Exponents (LEs). The results are increased and get 
more chaotic compared with Unified chaotic map. And also the proposed RUM as PRBG has been tested with FIPs 
and NIST tests. The results show pass and success of proposed map. 
A proposed voice encryption system using RUM is testing with subjective and objective tests. The results are 
good. 
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